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Problem Demonstration of Zero Trust with a Linear Agentic Flow

Platform Setup:

Keycloak (OAuth) A. \?VI:):::'E[(E)adErOVIdeS identity credentials to in-domain
B. Keycloak explicitly configured to trust the SPIRE Server

C. Vault explicitly configured to trust the Keycloak server

How can we establish cryptographic chains of trust of agentic
actions to enable production deployment of highly-dynamic, non-
deterministic Al agents?

Broader Implications: What platform patterns enable the
management of Al-enabled workloads in scaled, distributed,
potentially-fragmented enterprise environments?

Flow steps:

1. Userlogs in to a UI, which obtains an OAuth access token.
2. UI sends requests with access token to agent.

Agent Portal sl 3. Upon request, agent validates access token and
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(UI) exchanges for a new token to request the tool.
4. Agent sends tool requests with new access token to tool.
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Generalizing to Complex Swarms

« Accountability tracing for multi-agent flows
Identity delegation for spawned sub-agents

* End-to-end accountability tracing across dynamic
Advanced, Dynamic Authorization

« Intent-based access control

« Granular data access and sharing across agents
New deployment patterns

« Event-driven agents

Primitives to improve failure recovery and resiliency
Token cost management and attribution
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We are actively open-sourcing implementations of the pattens i
developed to validate these methods. !
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security, context management, or  observability Stateless

Infrastructure and tooling. This is available under rossoctl.
AuthBridge is the logical component of RossoCortext that
handles authentication and authorization.

Integration point

open-source: rossoctl — dedicated to
(hooks/shim/

abstracting, developing, and testing

platform primitives to best enable agent
Parts of this work have been upstreamed as features In
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security, eliability, eimciency, Inbound Outbound  yadrant/mep-gateway, and are in-progress in Nvidia
observability, and governance. traffic ttraffic OpenShell.
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